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1. Intradwetion

With the i HERH AT i e -Tpplnrn‘ﬁnn dermand of the’ Islisg-
tiet of things (IOTY wwuiwa wesar ne*twm‘k‘s {WWSN, wmh,ss- sensor
nietworks) lave alsn b dtevelope] vapiddiy, The are witdiely wsirel
In enivironivental asmmrmng, Fistear fve presadtion, Lok
seeurily, militacy, Aviaton contval, sl Buie ani sy ather
Tigehils [ £ "1t swiivebnes wmm m,smefk i CITCTeE oo o o Bt~
ks, [ compelses many lowsesse data frracessing amd s
wiin, spocilic stacage g computing capabilities, and wiielass
sapani dntelgel dodes it commiumicate inad b nm;k: Tlhsse
nades are erployed a5 sensing devices in the Interpet ni‘ Jhﬁhgs
sensing layer, which s comprised of 1 networlt of sensars, As a
Fesull, thiey are frequently stationed in lwstile arcas whis they
are left unattinded and vulnerable Lo attack and destrindion. As
a resull, the secwity challenges associated with wireless sefsor
netwarks are of citicsl velevacy, Bocalse wireless sensois have
features such as I:m:tcd cnnﬁpuullmmi e, hmlkﬁ surage
capacity, and limited enerpy, a5 well g the ahilicy fo Tl pasily,
thae security of wireless sensas neiwois differs Teom (e "r‘mlrhy
ol traditional metworks, Thee physivad safidy of the wwiork nodes

Phaselvis, as well as e speliany al dsmiieiation !wrwmmi.
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[2-4], A avesull, it s coiticad te Tivestigate e fundamental man- -

“amernent diffictilies ehar arlse iy wiseless sensal nerwntls.

2. ltauting protucol wver sensor network

‘Wiveless sensor imetworks differ from wived nepwatds in that
their nodes are’ spread and thir energy, PrOCEsEing ghe ot @
sEarape capacily are tﬁnc.lltymm-;rraincd,, whiereas teaditional net-
wiorles Bave no such constoilnes, A conssguence of this is thit the
routing scetario must be maodified asa rssult ol Lfld,m;k" HRETE
ciimalitinns, The routing p”ulmﬁl eulatilishes the pedwark strociuse,
Al e mﬂliﬂg et lariising gimwn-c hirae a3 nummlmid
Batlpiny (ioddod §g o wineliss seor etwarts, A lage: numhor at
Touling potocols, lsawie Lesn reseaiched i light af chatactanis-
tles of diverde applicatinng. fautlag pramenls e, classifisd into
ftv types: Noading muﬂug arotacols, Blesaschioal vauting proto-

wils, data-cientric rauting pratacals, Iauatlau—h@bm souling peobo-

eals, aned Cos-based muting praticals (3] The standand protocnls.

B ‘ o
Bl *h.lamlmr guh ‘ﬁh |
O Jui‘
0 <x)
Ne ‘w .Hmu AT A Road R ataya,
Vellanoor Post, Avadi, (/:-L.[In 2i-600062.



ol st Sesesny, & Sativ, & Shinisrans o al

Chait ave utiised in varinas wireless sonse networl rauing protn-
vaks are listed in Tabhe §, , :

Tabile 2 stiows the life cych, scalability, path selection (5ingle-
e of inniti-log), engepy peteeptivn, tara Agpregation, location
Informarion {if the nade's” geagraphic Tocating information ‘s
required ). infonmagion steiige, e podus, real-tiie, and talia-
bility. The compazison 1esilts of Usie pelagisangs and clyarte)ic
Lies ol wiseless sensar netvenek feting prorscals | 7,60 age basad
nn pecfarmance (fault wolerance] and othee alenils,

Tatde 2 shaws that 1he peiforanes of ey Triclivatens of cliffee-
L raaging, predacals wiries, and sach has (s o 406 ol henefits
ardt dravehacks. A single tosthng patocel cannot seit fye needs
of many applications betause e des i of tha wlreless sensar hot-
wiaick ssuting peotoced ks intimarety ted fu e pplication | 10-53).
I practical applications, the bose rauting protocal to ues dopends

on the individual apglication and te chigracteristics of gach rou-
g g, ds widl as (he dccdinpaiying seurity prakicad, tn
sty secngg and reliphbe data tranamission batwaen each sensor

nede and sink siode | 13-15]. This HAPUL propuses a WSN shared

Iy based on the LEACH Alve-energy adaptive cistering hlgcar-

thy] pratacol Manapemene plan s prewdde: data fnfaroatiog in

hiecarehiva) wissigs senser peewacks and Jmprowe diata teansmiz-

lon secugley fra manmes suitable fog Ll:u_tti&szct‘mim;s‘{:{ wivelegys

sonsor network nades: Reseachiers are ReuERin varians protools.

[¥6~40] fax providing data integsiry, Canfidentialitg an the jnfor-
reation sl AT wieand servers in wireless nebwork
LotTication,

3, LEACH miﬂumi

It wiretless sensae netwatks, the LEACH probocol is:a higrachi-

ol rauiling mechanisim, It is cluster hivranchical protocal thit
CHIES Yoy bttt pawer, Bl Sensar node sengde dits o A 3n-
ety chiases flugter head nacle sccordig e platocal. whicly
sepaates e sunsor nodes ing cluslers, Sepding data tw e sink
e s donit by (e cluster e seatles, whiiely vyaieiels Sata s
processing, Wiveless raurap rtwnie iy he axiided 15 pirgent

Tongar using the LEACH vauting peatacal than withoothee miele- g

Fouthig protacols and static clugleriog methods st the enerdy
crrstmption of netwiork nodes (s balanced.

When the energy levels of wiveless sensor nodes Muckuate,
LEACH pevforms a clustes pebullding groseduse i a prosiueermined
cycie Fhene are Wi s tooa clister vessisinicting Prewess
knawin a5 areund, and each round is braken dowa inte the cluster
Farmation and fransmission stages.

s sedection, node broasdeasting node establishmzent, and tie
Gumatvuction of & cluster-scheduling system may |l e cnnsidernd:
s o the Setup process, The toral ntumiber oF cluster head nodes
naeded 0 the netwark i the number of times each pode s

Talile 1 ’
Lortimnn reeg g prapscel i Velrzless sensar neburs,

o S

Wgrsement kje Agreeimzar e
Hleravchical routiag drdtesas EBACEL
TEEH
PEGASNE
Lt renteie ot pootiscol SMH: :
: U fiflmyeest diffassany
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Flnling tonting povloesd Finociaiz
Gussifiinng
By pwntecad Tasedd v lacasions Gl o (LAY
_ CilAlE
L -Fased iomaiing pealosd aalt
hPERLY:

e clustes bead node s far should gttt selection of cluste
livad nodies. Using i sl iy WERREOr, Back Seasar sl

Pirks & value fram 0 12 1. This vads lesapnes 1l clUSTEF fénd Teisi] s

JiF the selected valus falls bslowy a certain thieshold. The cluste

head node broaduasts the alection ol the cluster lead node 1o
Lhewhuole network, Lsing the signal intensity of the recaived Intor-
mAtON; other pebwarl nodes select whicl: cluster thiy slnuld join

el notify the head node of the appropeiate cluster to fAnils Elpt

Rronp formation A Jast slep ivolves I;e“{rqg.‘l'flhifﬁ s the cluster

hwtad stale to determine when dacs shanld bz seat across clustiers,
As filustrated in Fig. 1, dhie LEACH routing protocol establishes o
liiergichical wiredess senson network,

Alter the cluster has been created, it moves nnta the phase of
Sready data liansmission, At the heart of every setwirlr is 3 cluster
hiead tode, which roeives (he data cullevted and tranmsmitied by
ey memies noda et peefoemis the irecessary data Tusion; wach
cluster head node EIALcateg wwisly onganarher using the L5010

- pratacal i erder b et for g ehtanned, with the daia being senl

Lo rhe shade nodie (0 s gl 1o G (hi vhinsgisel (Sl

Linti| ehe cluster s eomplers, e nerwark eyeles bark o the
clisker creation stage aod tepeats the eluster Bl @fisetion viele,
JE1-23F Barle cluster commaloates usli 4 ol L0 e,
prevenling other groups nodes froim Ingerferday with (e clusipi's
transiission. Thi stabe phase: st langer than the sewp phase o
dave Tesouices and tme, During its operation, the LEACH pratacal
st address threereritiosl areas: The hiesarehical viting systein
st b huileperindically, and pach rycle's function may vaey, Dar-
Ing the nude establishiment pracedure, the cluster head nodis will
bioyieleast Wat it has been selocl e a5 4 miznbset, Wisen the oluster
Il vpeler i selected, the sind e will fisten far this heaadeast.
They will chonse which ehister b joist basesl on the steength of
thie bissadcast sigrial eceived, i thiy vl commiicate Wikl that
Sluster, T fwad nude inform e seital gy of the cubter i it

g Jolned, A3 stateg prevmialy, the gy critéria given above are

requived for Implemgating tle WSN shaéd it iMIAREITiE
sl based oo the VIACH pavesbisuosl, Thay are Al uged [n assess:
thie system's averall sipcess, S S

The tluister enrefs tha steady data tranzmisslon phate aftey fiir-
matlon. Each cluster liead node talks with and conpetes for the
channel via the CAMA profocnl, #nd the cluster head v de that

reeeives. the channel distribies the data r the sink nods (Sinky
After 3 while. the actwarl: retumns, to- o cluster bullding stage,

whie & new oy ol cluster head selectiog bgias. Each ¢liater
ases 1% oo (RS, e | 24] toavaid interforing with the frans-
fricsinn af sther clusters, To save ressuces, the stabfe phase lasts
fonger tan the selug ghase, The LEACH procedure Has three
TR priiis: : ks

A, The hierarchical ouling aystens sheld be sebwill on & [oRL-
lar basls, with vach nade pecforming 4 distise function in
tach eypele : ] &

b As eoan ae thecluster haad e Is sefecead diving the ode
establislnient pracess, the clisster head oo bigadeasts the
Fact that it bas beea selected as the shister heds nacls, and

the sinle nade waits for this broadeast. ¢, s

£ The member noges of the cluster will pick whigh elustarto
Jorin dlegtendinngs an thhe steengilof the received tiruarcast sig-
Lk auel waill sulbnsid i finalinhs Lo Ehat particular cluster,
The Bl node of the clister talls the rest of the chuster that
(& has foitied Lt geoup, The atbovesrientioned critical fva-
bares aree dbsa the Tudamiental process af e systen's fume-
tlaning, and they beljy ta genaeate the woaklitions niecessary
foe Implemeniing the WsN. shaved. vital  wanagemiait
scheme bused an the LEACH piotesd A s IxyncEadind
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4, Key nianagement selheime

Given the sofe computing and starage eapabilities of vireless
sensoi wesdes i Huibied wn B L 13 e apparent practical signiii-
canee frr nidles o pyovide Security of data Lransmnission betweed
nodes tanugh symmetrle koy alparithims, Aceorling il witikiing
pr inelpte of LEACH grotocol, whils establishing a cluster, it can real-

e the disteibution of shared koys between elaster membicr nodes
i clustes head nodos. and hetwen thigier Fead viides asal sinle

nades,
4.4, Sysrem model

M, tabe e eatablished Wisearchical adel cansisting o 3

sinle nace Sink, a elisger lead e €1 and A5 member nodes:

(NI, NUE . M) a8 a0 examile to ilustrate the LEACH-
Lased WSN e Wit sasmagement. scliera, The wiarking princi-
Dle o The el is shawa i Uhe lelt Brasch park of Fig. .

. Mesgriptfon of niadel nodas

- Fach nacie Is peoset with Une isitial ey sifey, whicls i wel)
protacked, :

y, Each node has an 10 member Myt

o Each mde van store dave sinsifar gl darabase rabie
stewcture: {reclle nodell, key, sMeader). Among Lhem,

ieclL fopreseqnts the r’ﬁcar'&',yumfim‘;_ahﬂ tlie sapored nimber
Ingieases. from 1 o natueal mimbiciy as e duibiec o
vecords increasos: aadeli represets thee node il
lay represents the shared ke el 16 enorypt and decoypt
fata wiien transmitting data; leader ieprésants whether ir
Is the nade The coresponding tode it communicates
WiLly the upger [ayer has a valie af 0ogr 1.1 LA W5
dnd 0 tneans ‘ : 3

o, Bach nosle Bas an eyt et Fliaintext, key) and a

decryption luetios [ © (Cipharten, fey, which ang s
vively ussel Lo encegpt and decrypt "maj-'t;m;rsjtﬁittpd data,
Plaintext veprasents 4 plain taxl string, Cighetent ropre
seits 4 ciphereye steing, and bey represents. a. sheved
eneryption and decryption key. e

& Baeh nade s a data fuslon funcion B (gatis] )\ which is

wied fo fuse the data in the elements ol e data
AV s, SN R e

[+ Fach mede cai perform MO8 npeatian {eperatal s o) e
hash function aperativn {fursction Hash()) _

& Each nade cain generate a peeudascaidan e s 80,1}
L, where RL is the lengtiy ol the secuviny by, 1 serves as the
session key shared Tetween U pal of nodes,

fe Thae miplermentatiog of e splution | Uhilssartiche doiss ot

chinge the adiginal IEATH peotacal process but only
imcreases e coikenr ceansmictad o the carrRspoding
fhase al tie LEACH pratocol, i %
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St Securily unalysis of the schore

4 Plan rompletenses: The solutisn I8 badedd an 4l LEACE Wire-

less potstig protocol. and dos

2

e dasteay the wvking
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